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Summary		
Hybrid	 semiconductor-biological	 systems	 could	 provide	 a	major	 transition	 for	 future	 information	 storage	 and	
computation.	While	largely	unexplored	in	this	context,	biological	systems	hold	intriguing	potential	due	to	their	
low	 energy	 usage,	 high	 storage	 density,	 and	 unique	molecular	 and	 cellular	 architectures.	 However,	 biological	
systems	 are	 well	 known	 to	 exhibit	 significant	 and	 inherent	 variability	 in	 genomic	 sequence,	 gene	 structure,	
protein	 and	 RNA	 concentrations,	 synaptic	 responses,	 and	 other	 biological	 variables.	 This	 variability	 results	 in	
“noisy”	or	 stochastic	 response	or	output	at	many	 levels,	 ranging	 from	single	molecule	 to	 full	organism	scales.	
This	noise	directly	impacts	the	reliability	and	accuracy	of	future	hybrid	SemiSynBio	devices.	Stochastic	behavior	
and	 component/device	 failure	 in	 semiconductor	 electronic	 systems	 is	 well	 known,	 but	 the	 relationships	 and	
potential	interfaces	between	stochasticity	in	electronic	and	biological	systems	is	not	well	developed	or	defined.	
Thus,	 an	 important	 starting	 point	 for	 SemiSynBio	 networks	 is	 to	 develop	 a	 clearer	 picture	 of	 how	 noise	 is	
considered	and	measured	 in	both	biological	and	semiconductor	systems.	Furthermore,	 the	establishment	of	a	
common	 syntax	 as	 well	 as	 quantitative	 comparisons	 of	 noise	 in	 both	 types	 of	 systems	 will	 facilitate	 the	
integration	of	biology	into	semiconductor	systems,	as	well	as	provide	a	quantitative	roadmap	to	inform	future	
research	directions.		
	
I.	Failure	Rates	
Before	discussing	individual	noise	characteristics	of	biological	and	semiconductor	systems,	one	can	first	compare	
components	and	devices	from	both	categories	at	a	practical	level	by	defining	a	parameter	for	the		“failure	rate”.	
This	parameter	may	 then	contribute	 to	a	more	broadly	defined	overall	 system	 failure	 rate.	 	Defining	a	 failure	
rate	provides	a	broader	perspective	of	how	 far	and	 in	what	properties	biological	 systems	need	 to	 improve	 to	
match	the	reliability	of	semiconductor	systems.	It	also	aggregates	the	large	number	of	sources	of	noise	present	
in	 individual	 components,	 like	 transistors	 or	 genes,	 into	 a	 practical	 metric.	 	 The	 diversity	 of	 communication	
within	 biological	 systems	 relative	 to	 electronic	 systems	 adds	 additional	 complexity.	 	 For	 example,	
semiconductors	 and	 synapses/ion	 channels	 are	 both	 based	 on	 electronic	 architectures,	 allowing	 their	 noise	
characteristics	 to	 be	 compared	with	 a	 similar	 syntax.	 	 	However,	 noise	 in	 gene	expression	or	 other	 biological	
information	management	processes	are	not	as	easily	translated	to	semiconductor	systems.	
	
While	the	biological	sciences,	synthetic	biology,	and	bioengineering	(excluding	medical	device	engineering)	have	
yet	 to	 adopt	 common	metrics	 for	 failure	 rates,	 other	 engineering	 disciplines	 and	 industries	 have	 developed	
mature	frameworks	to	quantify	failure	rates	in	products	and	devices.	The	semiconductor	industry	uses	common	
terminology	to	refer	 to	 failure	rates,	 including	mean	time	between	failure	 (MTBF	 in	hours)	and	failure	 in	 time	
(FIT)	with:	
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Ia.	 Failure	 rates	of	electronic	devices	and	 components.	FIT	and	MTBF	can	be	used	to	refer	to	 failure	rates	of	
entire	 industrial	 plants,	 devices	 such	 as	 computers,	 or	 individual	 transistor	 or	 circuit	 components.	 Typically,	
modern	multicomponent	devices	in	the	semiconductor	industry	have	FIT	numbers	near	100-1000,	while	the	FIT	
numbers	 in	modern	 individual	 components	 are	 so	 small	 that,	 in	many	 cases,	 they	 are	 no	 longer	 reported.	 A	
variety	of	electronic	devices	and	their	worse-case	(most	conservative	estimate)	FIT	numbers	were	obtained	from	
literature	 and	 are	 listed	 in	 Table	 1	 (blue	 shading)	 and	 plotted	 in	 Figure	 1	 (blue	 diamonds).	 Devices	 and	
components	from	a	range	of	time	periods	over	almost	30	years	are	included	to	indicate	their	quantitative	range	
as	broadly	(conservatively)	as	possible.	Cycle	time	is	estimated	from	transistor	or	integrated	circuit	clock	speeds,	
or	from	memory	access	speeds.	Failure	time	was	then	calculated	as	MTBF	=	(cycle	time)	/	(fractional	failure).	





	
Table	1.	Failure	rates	estimated	from	literature	for	both	electronic	and	biological	components	and	
devices	across	diverse	length	scales	and	chemistries.	(1-29)	
	
	

	
Figure	 1.	 Plot	 of	 FIT	 vs.	 shortest	 possible	 device	 cycle	 time	 shows	 electronic	 devices	 are	
considerably	more	reliable	than	the	currently	nascent	biological	devices.	(1-29)	



Ib.	Failure	rates	of	biological	devices	and	components.	For	comparison,	biological	“devices”	are	also	plotted	on	
Figure	1.	 In	order	to	compare	biological	and	electronic	devices,	the	fractional	failures	and	cycle	times	for	each	
biological	 system	 was	 estimated	 from	 literature	 values,	 and	MTBF	 and	 FIT	 values	 were	 then	 derived.	 These	
“devices”	and	 the	basis	 for	 their	estimated	parameters	are	described	below.	For	 these	estimations,	 there	are	
two	important	points	to	consider	when	comparing	electronic	and	biological	systems:	
	
First,	 the	natural	cycling	times	for	biological	systems	are	typically	much	 longer	than	electronic	systems	(and	 is	
also	an	important	reason	why	comparing	noise	is	difficult,	as	discussed	in	Section	II).	Since	MBTF	is	calculated	as	
(cycle	time)	/	(failure	fraction),	longer	cycle	times	result	in	longer	MBTFs	(and	smaller	FIT	values).	As	smaller	FIT	
values	 are	 desirable	 (fewer	 Failures	 In	 Time),	 FIT	 estimates	 for	 biological	 devices	 are	 in	 general	 optimistic	
(conservative)	 relative	 to	 electronic	 devices,	 since	 increasing	 the	 biological	 cycle	 times	 to	 match	 those	 of	
electronic	devices	while	keeping	the	failure	fractions	constant	would	result	in	much	greater	biological	FIT	values.	
To	account	 for	 this	 trade-off	between	cycle	 time	and	FIT,	 the	estimated	cycle	 times	are	plotted	on	 the	x-axis.	
Thus,	devices	towards	the	lower	left	of	the	plot	have	the	most	favorable	characteristics	(short	cycle	times	and	
fewer	Failures	 In	Time).	 In	 a	 sense,	decreasing	 cycle	 times	 could	be	associated	with	 increasing	 computational	
power,	 so	moving	 to	 the	 left	 on	 the	 x-axis	 could	 also	 be	 considered	 a	 surrogate	 of	 increasing	 computational	
power.	
	
Second,	 in	most	cases,	defining	a	device	“failure”	 is	 subjective;	 therefore,	 the	most	optimistic	estimates	were	
used	to	calculate	FIT	numbers.	For	example,	for	toggle	switches,	the	lowest	threshold	ratio	possible	of	the	two	
genes	was	used	to	define	“ON”	states.	Similarly,	 for	human	births,	only	spontaneous	 intrauterine	 fetal	deaths	
are	 considered	 in	 calculating	 FIT	 numbers	 (preterm	 genetic	 abnormalities,	 developmental	 disorders,	 elective	
abortions,	and	postnatal	deaths	are	not	included).			
	
(Fig	1,	green	triangles)	Synthetic	genetic	circuits.	These	circuits	include	the	toggle	switch,	which	is	comprised	of	
two	genes	that	mutually	repress	each	other,	as	well	as	genetic	logic	gates	and	other	switch-like	genetic	circuits.	
Cycle	times	were	estimated	as	the	time	it	took	for	each	genetic	device	to	fully	switch	from	one	state	to	another.	
For	example,	it	took	about	6	hours	for	a	population	of	cells	containing	a	genetic	toggle	switch	to	switch	states(8,	
16).	So	the	number	of	cycles	possible	in	a	year	is	(8760	hours	in	a	year)	/	(6	hours	per	toggle	switch	cycle).	Not	all	
cells	 switched	 states,	 so	 the	6	hours	was	when	 the	proportion	of	 cells	 that	 switched	 reached	 saturation.	 The	
failure	fraction	was	the	fraction	of	cells	that	did	not	switch	states.	
	
(Red	circles)	Whole	organisms	and	 their	 successful	gestation	 resulting	 in	a	 live	birth.	The	cycle	time	was	the	
average	gestation	period	for	a	species.	For	example,	 the	gestation	period	for	humans	 is	9	months.	The	failure	
fraction	was	calculated	 from	epidemiological	estimates	as	 the	 fraction	of	embryos	 that	were	conceived	 in	 the	
womb	but	that	did	not	result	in	a	live	birth.	The	failure	fractions	are	optimistic	estimates	as	there	are	probably	
many	 conceived	 embryos	 that	 aborted	 within	 the	 first	 1-2	 months	 without	 the	 mother’s	 (or	 researcher’s)	
knowledge	or	that	were	not	reported.	
	
(Purple	squares)	Synaptic	firing	or	the	release	of	vesicular	neurotransmitters	in	response	to	an	above-threshold	
potential.	The	firing	rate	of	synapses	was	estimated	from	experiments	of	both	individual	synapses,	collections	of	
multiple	 synapses	 on	 a	 single	 neuron,	 or	 multiple	 bundled	 neurons	 (i.e.	 calyx	 of	 Held).	 A	 cycle	 time	 was	
considered	 the	 time	 between	 synaptic	 action	 potentials	 if	 a	 constant	 depolarizing	 threshold	 potential	 was	
applied	 to	 the	 neurons.	 To	 be	 optimistic,	 longer	 estimates	 of	 cycle	 times	 were	 used.	 If	 shorter	 cycle	 time	
estimates	had	been	used,	 the	data	points	would	 shift	up	and	 to	 the	 left.	 Failure	 rates	were	estimated	by	 the	
percentage	of	times	a	synapse	or	collection	of	synapses	would	fail	to	fire	in	response	to	application	of	a	discrete	
above-threshold	potential.	
	
(Grey	crosses)	DNA	degradation,	synthesis,	and	sequencing.	For	DNA	Decay,	the	cycle	time	was	arbitrarily	set	at	
one	 year	 (8760	 hours).	 The	 failure	 rate	 was	 then	 calculated	 as	 the	 (cycle	 time)	 /	 (DNA	 half-life).	 This	 is	 an	
optimistic	estimate,	as	the	failure	rate	would	be	much	greater	if	a	“failure”	was	defined	as	degradation	of	less	
than	half	of	the	DNA.	For	DNA	synthesis,	the	cycle	time	was	estimated	as	1	minute	(conservative	estimate	of	the	
time	to	add	one	base	to	a	growing	DNA	polymer	through	phosphoramidite	chemistries)	and	the	failure	rate	was	



the	error	 rate	per	monomer.	For	DNA	sequencing,	 the	error	 rates	 for	a	variety	of	next	generation	sequencing	
technologies	was	estimated	to	be	0.01	per	base,	and	the	cycle	time	was	the	time	to	sequence	each	base	(8760	
hrs	in	a	year	/	52	billion	bases	per	year).	
	
It	is	interesting	to	note	that	the	biological	devices	exhibit	the	trend	of	increasing	FIT	with	decreasing	cycle	time.	
This	same	trend	has	been	observed	 for	electronic	devices	as	seen	 in	Figure	2	where	FIT	numbers	 increase	 for	
electronic	devices	as	they	increase	in	either	memory	or	number	of	logic	arrays.	However,	it	is	important	to	note	
that	 with	 electronic	 devices,	 the	 increase	 in	 “failure	 events”	 per	 unit	 time	 is	 more	 than	 compensated	 by	 a	
greater	increase	in	total	number	of	events.	A	similar	goal	should	be	set	for	each	biological	category:	as	synthetic	
biology	and	bioengineered	devices	increase	in	sophistication	and	capabilities,	events	per	time	should	increase	at	
a	greater	rate	than	failure	events	per	time.	

	
Figure	2.	Plots	of	 FIT	vs.	DRAM	size	and	FIT	vs.	 logic	gates	 show	both	experimental	and	 theoretical	models	
project	increasing	FIT	with	device	complexity	(plots	reproduced	from	(25)).	
	
It	 is	 also	 important	 to	 note	 that	 aside	 from	 the	 examples	 of	 synaptic	 firing,	 failure	 rates	 of	 most	 biological	
devices	have	only	been	measured	as	errors	within	a	population	of	devices,	as	it	is	experimentally	very	difficult	to	
repeatedly	reuse	a	synthetic	biology	device.	This	is	due	to	a	variety	of	reasons	including	the	fact	that	biological	
cells	 are	 constantly	 changing	 at	 the	 molecular	 scale	 and	 that	 most	 synthetic	 biology	 devices	 have	 been	
engineered	 in	mitotic	 (dividing)	cells.	Thus,	 it	may	be	more	accurate	to	compare	the	failure	rates	of	biological	
devices	to	defect	rates	in	computer	chip	manufacturing.	The	defect	rate	of	transistors	in	computer	chips	is	near	
1	in	30	billion	(30),	still	at	least	5	orders	of	magnitude	better	than	the	synthetic	biology	“deadman	switch”(5)	or	
of	DNA	synthesis	and	sequencing	error	rates.	
	
While	 there	 is	 a	 large	 gap	 between	 both	 the	 manufacturing	 and	 repeated-use	 reliability	 of	 electronic	 and	
biological	 systems,	 research	 in	 biological	 systems	 have	 only	 begun	 to	 address	 reliability	 engineering,	 leaving	
ample	 room	 for	 improvements.	 Furthermore,	 while	 failure	 rates	 in	 biological	 systems	 are	 high,	 the	
computational	complexity	and	energy	efficiency	of	devices	such	as	the	human	brain	is	powerful	and	at	certain	
tipping	points,	or	for	particular	applications,	could	be	a	worthwhile	tradeoff	with	higher	failure	rates.	
	
II.	Stochasticity	and	Noise		
While	failure	rates	can	be	defined	in	a	general	way	that	allows	reasonable	comparisons	between	very	different	
types	of	components	and	devices,	noise	has	more	complex	origins	and	thus	diverse	theoretical	underpinnings.	
There	 are	 many	 sources	 of	 noise	 and	 theoretical	 treatments	 of	 stochasticity	 that	 have	 been	 extensively	
reviewed	 by	 others	 for	 both	 electronic	 (31)	 and	 biological	 systems	 (32,	 33).	 Here	 we	 discuss	 one	 biological	
system	that	is	similar	to	semiconductor	systems	as	well	as	many	biological	devices	that	will	require	considerable	
future	work	and	improvements	before	quantitative	comparisons	to	electronic	systems	will	be	useful.	
	
IIa.	 Similarities	 in	 the	 treatment	 and	 magnitudes	 of	 baseline	 noise	 fluctuations	 in	 semiconductor	 devices,	
neural	 synapses,	 and	 cellular	membrane	potentials.	Semiconductor	and	bioelectric	 (synapses	and	membrane	
potentials)	 systems	 exhibit	 a	 range	 of	 similar	 sources	 of	 baseline	 or	 resting	 noise,	 including	 thermal	 (i.e.	
Johnson-Nyquist)	 and	 1/f	 noise.	 For	 example,	 thermal	 and	 1/f	 noise	 are	 also	 known	 to	 be	 prominent	 in	
fluctuations	of	cellular	membrane	potentials	(34).	In	addition,	the	signals	and	noise	of	both	types	of	systems	can	



(and	are	often)	measured	in	a	continuous	way.	For	continuous	processes	where	longitudinal	measurements	are	
made,	one	can	obtain	the	noise	spectral	density	(the	power	spectral	density	of	noise	at	different	frequencies).		
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The	 noise	 spectral	 density	 can	 often	 provide	 insights	 into	 the	 origin	 or	 mechanism	 of	 different	 noise	
components.	 Intriguingly,	 noise	 spectral	 densities	 of	 semiconductor	 devices	 roughly	 match	 those	 obtained	
through	 continuous	measurements	 of	 synaptic	 activity	 and	membrane	 potentials	 in	 biological	 experiments	 in	
frequency	dependence.	 For	example,	 the	electronic	devices	used	 to	measure	 synaptic	activity	and	membrane	
potential	have	to	be	carefully	tuned	to	match	the	frequency	and	noise	characteristics	of	the	biological	system,	as	
sometimes	1/f	flicker	noise	in	the	measuring	device	can	overwhelm	that	present	in	the	biological	system	(Figure	
3)	 (35,	 36).	 Furthermore,	 externally	 applied	 voltages	 during	 experiments	 are	 often	 of	 similar	 magnitude	
(~400mV	for	semiconductor	devices,	~120mV	for	patch-clamped	voltage-gated	ion	channels).	
	

	
Figure	3.	(Left)	Noise	spectral	densities	for	neuronal	voltage-gated	ion	channels	reproduced	from	(36).		(Right)	
Noise	 spectral	 densities	 for	 a	 transistor	 with	 or	 without	 a	 neuron	 sitting	 on	 top	 of	 the	 gate	 between	 the	
source	and	drain	(reproduced	from	(35)).	
	
IIb.	Challenges	for	SemiSynBio	devices	due	to	significant	discrete	noise	characteristics	of	biological	systems.	A	
major	 challenge	 for	 hybrid	 SemiSynBio	 devices	 is	 how	 to	 compare	 noise	 characteristics.	 While	 it	 appears	
bioelectric	and	semiconductor	devices	might	 interface	seamlessly	 in	future	hybrid	SemiSynBio	devices,	as	they	
can	 be	 described	 by	 noise	 spectral	 densities	 that	 can	 be	 matched	 in	 magnitude	 and	 frequency	 (35),	 most	
synthetic	 biology	 devices	 rely	 on	 non-electrical	 processes	 including	 gene	 transcription,	 translation,	 and	
degradation.	These	cellular	processes	have	much	longer	time	scales	relative	to	electrical	signals	(can	be	<10-4	Hz	
for	production	of	a	 fully	 functional	protein	vs	100-105	Hz	 for	electrical	processes).	 In	addition,	many	biological	
experiments	are	limited	in	their	measurement	accuracy	and	stability	over	time	compared	to	electronic	devices,	
so	they	often	rely	on	endpoint	measurements	of	large	numbers	of	a	device	(such	as	of	cells)	and	cannot	obtain	
continuous	measurements	 like	 those	often	made	 for	electronic	 systems.	Finally,	even	 in	 the	 rare	experiments	
that	have	produced	longitudinal	measurements	of	gene	expression	(37),	noise	spectral	density	analysis	revealed	
characteristic	frequencies	of	~10-4	Hz.	
	
Even	 in	 neurons,	 where	 the	 electrical	 properties	 of	 neuronal	 synapses	 may	 be	 similar	 to	 those	 of	
semiconductors,	 the	 challenge	of	 time	 scales	 is	 also	 important	 for	 discrete	downstream	events.	 For	 example,	
even	 when	 the	 threshold	 action	 potential	 is	 exceeded	 for	 a	 neuron,	 it	 often	 does	 not	 fire	 (release	 synaptic	
vesicles).	 In	fact,	 low	“release	probabilities”	 in	the	range	10-20%	are	characteristic	of	most	biological	synapses	
(38).	Other	examples	of	noise	in	discrete	neuronal	events	include	variations	in	the	time	delay	between	an	action	
potential	firing	and	a	Ca2+	spike	and	postsynaptic	current	fluctuations	in	response	to	a	presynaptic	signal.	
	
Given	 this	 challenge	 of	 comparing	 electronic	 and	 biological	 noise,	 and	 the	 general	 lack	 of	 frequency	 swept	
experimental	data	for	biological	devices,	here	we	utilize	a	noise	metric	other	than	the	noise	spectral	density.	For	
discrete	measurements	where	either	many	devices	completed	an	event,	or	of	a	single	device	completed	several	



limited	 number	 of	 discrete	 events,	 the	 noise	 coefficient, 𝜂 = !
!
,	 can	 be	 used.	 It	 is	 the	 ratio	 of	 the	 standard	

deviation	of	a	signal	to	the	mean	of	that	signal,	where	the	signal	could	be	a	voltage,	gene	expression	 level,	or	
some	 other	 experimentally	 accessible	 parameter.	 Relatedly,	 the	 Fano	 factor	 (𝜎!/𝜇) is	 often	 also	 used	 to	
represent	 noise	 strength.	 Figure	 4	 estimates	 noise	 coefficients,	 many	 of	 which	 approach	 1,	 for	 a	 diverse	
representative	sample	of	electronic	and	biological	processes.	For	most	biological	processes,	only	endpoint	data	
were	available	 to	calculate	 the	standard	deviations	 (SD)	and	means,	 thus	 the	 frequency	spectra	of	 their	noise	
were	unavailable.	For	best	comparison	to	these	biological	devices	1/f	flicker	noise	was	quantified	from	the	noise	
spectra	density	functions	for	the	lowest	frequencies	possible,	as	1/f	flicker	noise	dominates	in	magnitude	over	
thermal	and	other	 sources	of	noise	 in	many	electronic	devices.	 Thus,	 the	estimated	noise	 coefficients	 for	 the	
electronic	 devices	 (transistors,	 bottom	 four	 samples	 of	 Figure	 4)	 are	 the	most	 conservative	 (yielding	 highest	
noise	 coefficients)	 that	 we	 could	 estimate.	 As	 seen	 in	 Figure	 4,	 while	 spontaneous	 and	 continuous	
membrane/synaptic	 fluctuations	 are	 comparable	 to	 fluctuations	 in	 transistors,	 noise	 coefficients	 for	 non-
electrical	biomolecular	processes	related	to	gene	expression,	and	for	other	discrete	biological	events,	are	much	
greater.		

	
Figure	4.	Noise	coefficients	for	a	variety	of	different	biological	processes	and	measurement	techniques	were	
estimated	from	literature	(35,	39-55).	
	
Considerations	for	the	design	of	future	hybrid	systems.	
State	of	the	art	biological	devices	as	well	as	natural	biological	systems	in	general	exhibit	higher	failure	rates	and	
noise	compared	to	semiconductor	systems	and	components.	However,	 there	are	some	biological	components	
that	 approach	 the	 performance	 of	 semiconductor	 components,	 and	 if	 composed	 in	 new	 ways,	 could	 be	
interfaced	with	semiconductor	systems.	For	example,	when	considering	baseline/resting	 fluctuations	 in	signal,	
membrane	potentials	hold	promise	compared	to	electronic	systems,	while	non-electrical	biomolecular	processes	
are	 far	 inferior.	 In	 contrast,	 when	 considering	 failure	 rates	 of	 device	 manufacturing	 or	 of	 repeated	 device	



cycling,	 no	 biological	 process,	 electrical	 or	 otherwise,	 are	 within	 even	 several	 orders	 of	 magnitude	 of	 the	
reliability	of	electronic	 systems.	However,	noise	and	high	 failure	 rates	 in	natural	biological	 systems	may	serve	
many	 beneficial	 functions	 including	 robustness	 to	 catastrophic	 failure,	 minimization	 of	 energy	 usage,	 and	
adaptability/plasticity	 (34,	 56).	 Additional	 measurements	 and	 estimations	 of	 parameters	 such	 as	 metabolic	
energy	usage,	energy	needed	to	store	information	in	biological	systems,	and	ratios	of	overall	resource	usage	to	
information/computational	 density	 will	 be	 needed	 to	 determine	 the	 true	 tradeoffs	 of	 using	 biology	 in	
computation	 and	 information	 storage.	 Simple	 estimations	 suggest	 energy	 efficiency	 alone	 may	 be	 enough	
motivation	to	pursue	development	of	hybrid	SemiSynBio	systems.	For	example,	the	human	brain	is	composed	of	
1011	neurons	using	a	total	power	of	approximately	20	W	for	a	power	usage	density	of	2-10	W/neuron.	In	contrast,	
a	 computer	 uses	 about	 200	 W	 with	 approximately	 109	 transistors,	 yielding	 a	 power	 usage	 density	 of	 2-7	

W/transistor.	Without	even	considering	the	fact	that	each	neuron	has	multiple	synapses,	if	the	“manufacturing”	
and	failure	rates	of	neuronal	systems	could	be	improved,	the	energy	savings	could	be	substantial.	
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